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1. Abstract

This chapter describes and analyses the ways in which data analytics can be used for countering
corruption in public procurement. It also discusses the main challenges for effective data-driven
anti-corruption in public procurement. We propose a simple conceptual framework, which
distinguishes petty and grand corruption. Depending on the type of corruption, different
accountability mechanisms should operate for successfully implementing data-driven anti-
corruption. We describe the main challenges and limitations of available datasets, including
data quality, scope, depth, and accessibility, as well as most recent measurement approaches.
We provide some empirical examples of successful implementation of data analytics for
countering corruption in public procurement. We conclude by summarizing the lessons learnt
and focus on practical steps to make data analytics more effective for anti-corruption.

2. Introduction

The rapid spread of open data and advanced quantitative techniques for anti-corruption analysis
is widely perceived as a watershed, providing researchers and civil society with a vast number
of analytical tools amenable to monitoring governments comprehensively (Harrison et al.,
2012, Lima&Delen 2020, Park&Kim 2020). Yet the use of data, including big data, has many
limitations and pitfalls that must be taken into account and matched by appropriate
methodology and realistic expectations of what information the data can provide in regards to
corruption strategies and red flags.

One of the most prominent examples of open data providing researchers, civil society, and the
general public with the opportunity to investigate and assess corruption is public procurement
data. On the one hand, this prominent role of public procurement in anti-corruption analytics
has been fuelled by the unparalleled transparency, detail, and accessibility of public
procurement data, in spite of it being far from perfect as we will see below. On the other hand,
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public procurement is among the most corrupt government activities (OECD 2016) with one
of the greatest societal impact. Corruption in the sector is fuelled by large amounts of public
money, technical and legal complexity and a great degree of official discretion. Given the
widespread use of public procurement data for studying corruption, this chapter is aimed at
answering two questions:

a. What are the most promising and feasible uses of data analytics for anti-
corruption in public procurement?

b. How can data analytics best support effective anti-corruption in public
procurement?

To answer these questions, we propose a simple conceptual framework distinguishing grand
and petty corruption in public procurement. This distinction leads to different accountability
mechanisms, reflecting on the actors and scope of corrupt activities. It is more straightforward
to fight petty corruption with the help of data analytics which contributes to civil society
holding governments to account (vertical accountability) and governmental oversight bodies
monitoring public spending. Nevertheless, grand corruption is harder to counter, even when it
can be precisely identified through advanced data analytics and data tools. These challenges
are particularly applicable in public procurement where grand corruption is more prevalent
than petty corruption.

The question of data analytics effectiveness in combating corruption is a topic actively
discussed in the recent literature. Many of these studies aim at reviewing and further developing
strategies for improving transparency and better embedding data analytics in various ministries,
agencies and civil society actors (Homburg & Snellen 2007, Banarescu 2015, Méachova &
Lnénicka, 2017). Yet other authors focus on mechanisms embedded in the structure of political
institutions and power relationships, which establish limitations on the use of data analytics for
preventing corruption (Lederman, Loayza&Soares, 2005, Soudijn&Been, 2020). This chapter
contributes to the literature by offering a balanced assessment of opportunities and challenges
of employing data analytics in the fight against corruption in public procurement. We also offer
selected practical examples which show it is possible to overcome challenges to effectively
fight corruption.

This chapter is organised as the following, it first develops a conceptual framework by looking
at various types of corruption in public procurement, in particular distinguishing petty and
grand corruption. Next, we provide an overview of the main challenges the data itself can
impose on anti-corruption activities. Data scope, quality, depth, and accessibility can set
serious limits to data analytics®. We also touch upon some of the most recent innovative
measurement approaches to corruption in public procurement, which open up new avenues for

1 Hereinafter we focus on the features of the dataset to make it suitable for the future analysis, which is different
from general discussion of data quality or compliance with the data standards (including OCDS standards). The
description of database parameters as well as their application to the analysis was introduced by Cingolani et al,
2015.



corruption detection and the assessment of anti-corruption interventions. Then, we review a
few notable examples of implementing data-driven anticorruption. These concrete examples
show how efforts to work with data analytics to reduce corruption in public procurement have
different impact depending on contextual accountability mechanisms and administrative
capacities. Finally, we offer some concluding thoughts, highlight evidence gaps, and offer
pointers at the way forward.

3.Conceptual framework: data and
accountability

The phenomenon of corruption has various definitions in the literature, focusing on either
different aspects of institutional and public harm caused by corruption (Mo 2001, Rothstein
2014, Griindler&Potrafke, 2019, Akkoyunlu, Sule&Ramella 2020), or on the procedural
aspects of corruption mechanisms (World Bank 2000, Knack 2007). Defining corruption before
moving to measurement and analysis is a necessary first step. In order to tackle corruption one
should define its origins and tailor countering measures to target its root causes. Therefore, this
section focuses on conceptualising corruption through two major frameworks.

First, corruption can be defined as a principal-agent problem, assuming elected politicians as
principals are able to control and hold bureaucrats accountable for their actions (Rose-
Ackerman 1975, Moe 2005). In this framework, bureaucrats are seen as agents, performing on
behalf of their principals and delivering public goods. The principal-agent problem implies that
both agents and principals have different interests, and due to information asymmetry
principals cannot be sure that agents indeed behave in their interest. Applying this problem to
the concept of corruption, many types of petty corruption can be seen as the examples of
principal-agent dilemma (Persson et al. 2013). For example, the supplier’s field engineer
bribing a supervising public official in order to get acceptance of low quality construction
works.

Alternatively, corruption can be defined as a collective action problem. This approach
distinguishes between political elites and the general public, where a large and diffuse citizenry
faces obstacles to effectively controlling a well organised group of political office holders. The
collective action problem arises because citizens need to get organised in order to pursue their
collective interests of controlling government; yet they often fail because individual citizens’
self-interests trump collective goals (Ostrom 2004). For example, all individuals would be
better off from making politicians and powerful bureaucrats enforce rigorous competition and
value for money principles in public procurement. However, their individual costs of
monitoring and holding them to account (e.g. checking complicated tender documents)
outweighs individually benefits. Within this framework, corruption arises when those in power
have the means and opportunities to exploit their position for private gain to the detriment of
the wider society (Mungiu-Pippidi 2013, Marquette&Peiffer 2015).



These two theoretical lenses focus our attention on two different types of corruption. Principal-
agent problem typically describes petty corruption existing among street level bureaucrats,
low-level politicians, and low level employees of suppliers. The inability of politicians to hold
procuring officials to account can lead to conspiracy between buyer and supplier to gain illegal
profit. Yet, this approach does not provide suitable explanation for grand corruption among a
closed elite or state capture. This is where understanding corruption as a collective action
dilemma describes the phenomenon of corruption better, providing a framework for effective
solutions. Here, the wider public lacks the ability to hold politcians and top bureaucrats to
account, opening the door for collusion between public and private elites. Nevertheless, these
2 models are not exclusive, rather they should be seen as 2 complementary lenses useful
understanding complex corrupt phenomena (Marquette&Peiffer 2018).

3.1. Accountability mechanisms: actors, information flows,
powers

The accountability mechanisms that can potentially help resolving the problems of corruption
are different depending on the type of corruption described above. These different mechanisms
can be differentiated according to three elements: the participating actors, their powers and
information flows between them (i.e. data and data analytics). While actors can be grouped in
many ways, one widely used distinction is between citizens and government (i.e. elected
officials and bureaucrats). The actors can be seen in a more diverse optic within each group.
For example, within the government there are politicians and bureaucrats at different levels
(federal vs municipal), as well as those who are directly accountable to their voters (elected
politicians) and those who are appointed or nominated by other actors (e.g. prime minister
appointed by the parliament or a state secretary appointed by the minister). Similarly, citizens
can be more or less involved in holding governments to account depending on their roles,
whether it is civil society, journalists, business groups or interest groups.

Considering information flows between actors, data and data analytics can help reduce
corruption in two ways: through downward and upward transparency (Heald 2006a, Hood,
2006, Adam&Fazekas, 2021) (Figure 1). First, downward transparency implies that
government activities become more open to citizens. In the case of public procurement, the
introduction of electronic procurement platforms - which collect data about processes, actors
and outcomes - provides NGOs and researchers with a tool to hold public buyers to account
(Bauhr et al, 2020). Such measures can include detection of red flags, identification of
potentially risky buyers, unreliable suppliers, as well as territories prone to higher corruption
risks. Second, upward transparency can solve the problem of information asymmetry in a
similar manner, but the opposite direction: government agencies can more easily get feedback
and information from citizens about the performance of officials discharging their public
duties. For example, law enforcement agencies tasked with investigating and sanctioning
corruption can act on media investigations or information reported by civil society (Lagunes,
2021). Therefore, understanding these accountability mechanisms enables us to design



effective anticorruption interventions in public procurement resolving information
asymmetries between governments and citizens (Heald 2012). In this framework, data analytics
and increasing public procurement transparency are key tools for fighting corruption (Kobis et
al, 2022).

Figure 1. Four impact mechanisms through which data and e-procurement systems can
have an effect on corruption
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Yet, increasing transparency between government and citizens may not remedy corruption. It
is necessary to target and reshape power structures within government (horizontal
accountability) as well as within society (e.g. supporting societal collective action) (Figure 1).
For these purposes, data and data analytics can be useful too. First, e-government tools and the
data they generate can help standardising and automating administrative processes and
activities of the government (Fazekas&Blum, 2021). In turn, these decrease the scope of
officials’ discretion and reduce the direct contacts between citizens and bureaucrats. Limiting
official discretion makes corruption harder to conduct; while fewer contacts between officials
and individuals make coordination and collusion among the corrupt harder to achieve (Jiménez,
Hanoteau&Barkemeyer 2022). Second, societal collective action can be supported by data
analytics through provision of information via different platforms such as watchdog portals,
therefore creating opportunities for mass mobilization against corruption which can further lead
to organised anti-corruption movement (Rodrigues 2014, Bauhr 2017).

While some progress can be achieved in fighting grand corruption with data analytics, its
capacities are limited and less straightforward in comparison to its effectiveness against petty
corruption (Adam&Fazekas, 2021). As public procurement is often driven by grand corruption,
applying data analytics to public procurement corruption problems is often challenging. While
data and increased transparency can help improving accountability, some conditions need to
be met. This is what the next section discusses in detail.



3.2. Preconditions for data-based accountability

Preconditions for data-driven accountability play out differently for the 4 mechanisms above.
We start by looking at accountability relationships between citizens and governments
(downward/upward transparency). In order for data to become an effective instrument for
accountability between governments and citizens, three preconditions should be met:

e Motivation of actors,
e Observability of outcomes, and
e Attributability of results.

First, people using open data should be motivated to monitor public actors and procurement
outcomes. Depending on what effect the tender has on their lives, they will be more or less
motivated to invest time and effort into monitoring government. For example, parents of
students attending a public school are most likely motivated to check the quality of school
meals or school equipment procured. However, the quality of complex defence procurement
will have little impact on citizens’ lives (in peace times at least) lowering their motivations for
monitoring. Data and data analytics can have a profound impact on such motivations. E-
procurement platforms generate a wide array of detailed data on public procurement processes
and outcomes. This information can be used to highlight impact and relevance of procurement
spending to various stakeholder groups such as public service users. It can be impactful in
highlighting the costs of corruption (Abdou et al, 2022) and the wide-ranging impacts of bad
investments (financial, societal), potentially motivating actors to control corruption better.

Figure 2. Schematic representation of the relationship between procurement attributes
and the strength of accountability between governments and citizens
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Second, observability of outcomes is needed for any meaningful control of government.
Observing public procurement outcomes can be particularly challenging as it is often
characterised by high degrees of technical and legislative complexity. This is especially true
for high value, high impact projects such as highway construction or government IT
infrastructure. However, a wide class of public investment projects only show their adverse
outcomes years later. For example, a road whose foundation is insufficiently stable may serve
drivers well for some years while eventually it deteriorates beyond repair. Data analytics in
public procurement can be powerful in uncovering hidden patterns both in terms of corruption
relationships, procedural biases and showing insufficient outcomes early on?. For example,
procurement legislation often requires long advertisement periods but allow for exceptions for
shortening these time periods. Data analytics make it possible to spot patterns consistent with
exploiting exceptional rules to the benefit of connected suppliers. In turn, these details can be
used to develop tailored risk indicators pointing citizens, even without detailed legal knowledge
to risky tenders. More broadly, automatically generated risk factors or red flags which can be
applied to large-scale procurement dataset can improve anti-corruption targeting.

Third, corruption can only be effectively countered if corrupt acts and their detrimental impacts
can be attributed to particular politicians or bureaucrats responsible and/or illicitly benefitting.
Once the responsibility for corruption is established, stakeholders can act on this information.
For example, voters can vote corrupt politicians out of office or companies can relocate to less
corrupt and better run regions. Determinants of corruption and identifying responsible actors
are hard and often intractable due to complexity of procurement processes and institutional
arrangements. Data and data analytics can help point at reasons for corruption and responsible
actors. In some cases, even in the absence of democratic political regime and fair elections,
“effective technocrats” are needed to pursue authoritarian modernisation through “pockets of
efficiency” (Geddes 1994, Evans 1998). As a result, in societies with low accountability by
definition of their political regime some sectors can still end up technologically developed with
data-driven processes due to interest of ruling elites in effective policymaking® (Dobrolyubova
etal. 2017).

Next, we look at horizontal accountability (i.e. corruption controls among government
agencies). Here, given some degree of anti-corruption motivation of actors, data analytics can
offer tools and the framework beneficial for agencies. As will be later shown in the case of
Ukrainian e-procurement platform ProZorro, the first ministries to support the reform were
those interested in spending less. Due to a highly corrupt and closed system prior to the reform,
government agencies had to spend significantly more in the absence of the open competition,

2 Importantly, most of the existing data analytics in the field of corruption cannot detect the corruption directly
due to its hidden nature. Yet, it can point at weak spots prone to corrupt manipulation (Ponti et al, 2021). For
example, detecting an unusually short period of time between publication of call for tender and submission of
bids can signal potential wrongdoing — the buyer wants a specific company to win the tender, leaving other
potential competitors unaware or unprepared for such a short notice. Whether this indeed results in a corrupt
exchange (e.g. public officials getting kickbacks for abusing their power and favouring the supplier) has to be
proven by investigative bodies.

3 In contrast to popular belief, autocrats can be interested in effective policies increasing the wealth of the
population or improving the quality of public services as these can provide more opportunities for ruling elites
to extract rents (see Wright 2008, Pepinsky 2020).



as well as waste a lot of time on redundant bureaucracy. Moreover, data analytics can
dramatically lower the cost of government agencies monitoring each other, for example
checking compliance with the legislation can be partially automatised (e.g. compliance with
time limits for advertising tenders) or certain abuses of legislation can be pinpointed (e.g.
slicing contracts to avoid the regulations applicable over a certain threshold). However the
reasons for particular non-compliance and abuse of powers require in-depth analysis such as
interviews with stakeholders and mapping of regulations, where data analytics is less useful.
Nevertheless, attributing wrongdoing to particular actors can sometimes aided by data analytics
in public procurement. For example, corruption prevention commissions existing in many
countries are quite often aimed at monitoring politicians and other bureaucrats through asset
declarations, various official registers and whistleblowing. Data analytics and general openness
of data can help such agencies to tackle corrupt officials more easily.

Finally, we review the preconditions of data analytics improving accountability relationships
within society. As outlined above, data and data analytics can help citizens overcome collective
action barriers, for example by helping them realize their collective loss (motivation) or
targeting scarce collective energies (targeting). However, sufficient data literacy of a
considerable portion of the society is a necessary precondition for any such beneficial effects.
If 1 or 2 civil society organisation does a superb job workign with public procurement data, but
they fail to mobilize a large group of citizens due to lack of skills, the corrupt will msot likely
go unpunished.

4.Challenges and limitations of data analytics for
anti-corruption

The main challenges of effective data analytics for anti-corruption can be divided into two
groups: data-related and measurement-related. Each group of factors can significantly impact
the quality and precision of analytical results and their practical uses.

When it comes to data, analytics can be and often is limited by data scope, depth and quality
as well as by data accessibility. This means that the data available for analysis does not
comprehensively and reliably capture the transactions and actors of interest, for example some
high corruption risk contracts are not recorded in the database or key information is incorrect
in the database. The amenability of public procurement datasets for corruption assessment is
determined by technical issues associated with storing and systemising such data
(Fazekas&Sanchez, 2021). This is particularly relevant when it comes to cross-country
comparisons due to differences, for example in legally defined reporting requirements. This
can also be a problem within one country, as legal requirements might change over time,
limiting possibilities for time-series analysis. Therefore before starting the analysis, public
procurement data should be checked and whenever possible corrected.



When it comes to measuring corruption, there are two approaches (which are not mutually
exclusive): data-driven and theory-driven. The main difference is the starting point of the
research. This can be roughly defined by whether it is theoretical expectations which are tested
using the appropriate data and methodology, or it is the available data that leads to discovery
and guides research questions, the focus of interest and the eventual analysis. Theory-driven
research can help developing a broader understanding of the studied questions by filling
existing knowledge gaps or testing hypotheses. Whereas, data-driven approaches can unearth
less straightforward mechanisms and provide researchers with valuable insights straight from
the data, including those which might have been overlooked or not paid attention to previously.

4.1. Data

The following section describes the four dimensions of datasets (scope, depth, quality, and
accessibility), through which public procurement datasets can be assessed. These dimensions
directly relate to the features of any dataset used for analysis. 1) Data scope refers to the rows
of the data table: how many of them are present and how well they cover the population of
observations targeted by measurement. 2) Data depth is synonymous to granularity or detail,
and refers to the number of variables or columns present in a database. In an ideal scenario, all
releant features of an observation are captured in structured columsn which are relevant for
analytical goals. 3) Data quality corresponds to the content of the cells in the table and assesses
how accurately and reliably the information is presented in the dataset vis a vis the actual
phenomena. 4) Data accessibility expresses whether the database can be easily collected and
prepared for analysis due to the way it stored on its original source (e.g. html page or structured
json file).

4.1.1. Data scope

Does an existing database capture all relevant transactions? Sufficiently good data scope
implies that the data covers relevant procurement markets, as well as all the relevant buyers,
suppliers and their transactions such as contracts and tenders. There can be a significant
variation in the information that each country is making publicly available. For example,
availability of tenders per market can differ significantly across countries. In some cases such
markets as military supplies can be restricted from publishing, therefore it is very hard to
monitor and check for corruption risks. The simplest metrics of data scope is the share of
published public contracts value (based on official publication portals) in total public
procurement spending (based on budget data) (Table 1)*. Additionally, countries differ in the
threshold for tender price that requires publication of the call for tender. Unreasonably high
thresholds significantly reduce the access to information and do not allow to monitor corruption
risks in such tenders.

The presence or absence of information by itself can be used as a red flag, and considered as a
signal of corruption risks. Yet it can be potentially misleading too, as with the example of

4 For full details of methodology see Basdevant&Fazekas, 2022



unpublished bidders. Are they not published in order to prevent researchers and general public
from demanding accountability? Or is data missing because of the lack of information storage
capacities, deficiency in staff maintaining the website, variety of local regulations of storing
information about tenders or any other technical reasons? Going deeper into the field can help
answering such guestions through analysis of legal requirements while what matters ultimately
is the implementation of rules hence the data published. Crucially, the lack of transparency
requirements can be the result of corruption directly.

Table 1. Data scope for selected countries

Procurement Procurement
Spending (GTI), |Spending (Budget),

ISO code Year Billion Int. USD | Billion Int. USD Ratio
AT 2020 375 68.7 54.6%
BE 2020 18.1 88.6 20.4%
BG 2020 8.1 144 56.3%
CY 2020 0.4 2.6 15.4%
DE 2020 535 719.8 7.4%
DK 2020 21.1 50 42.2%
EE 2020 5.4 7.2 75.0%
FI 2020 16 50.7 31.6%
FR 2020 206 481.5 42.8%
GR 2020 4.9 38.7 12.7%
HR 2020 3.6 14.8 24.3%
HU 2020 171 47.1 36.3%
ID 2020 45.9 333.2 13.8%
IE 2020 144 32.3 44.6%
IT 2020 62.1 278.4 22.3%
LV 2020 3.2 7.1 45.1%
NO 2020 16.1 531 30.3%
PL 2020 36.6 145.2 25.2%
PT 2020 234 34.4 68.0%
SE 2020 21.1 91.6 23.0%
SK 2020 16.8 24.5 68.6%
UG 2020 0.1 104 1.0%
UK 2020 428 432.2 99.0%

Source: Basdevan&Fazekas, 2022



4.1.2. Data depth

Do we have enough detailed information on recorded cases? By answering this question one
can establish the limitations of data analysis regarding the details of corrupt transactions and
their different types and forms. For example, some public procurement systems publish
information about bidders, such as number and names of bidders per tender, amount of each
bid, winning bid and in some cases the reason for winning, while in some countries this
information is either unavailable or published only for certain types of procedures.

Moreover, a public procurement database can contain information on buyer and supplier names
but lack information on their legal address, or tax IDs. This can limit developing certain
indicators, as well as significantly complicate linking public procurement data to other datasets
such as company ownership, asset declaration or politically exposed persons. Without
persistent tax IDs, it is hard to track organisational performance, while linking public
procurement data to other datasets could greatly increase corruption risk measurement
accuracy. Moreover, the absence of time series data stored in the same structure and format
will prevent the analysis of trends and finding external shocks or event influencing corruption
risks. For example, after COVID-19 breakdown and introduction of the state of emergency
certain markets became more prone to corruption risks (in particular medical supplies and
COVID-related products, e.g. masks, ventilators, etc). Yet without consistent time series data
it is impossible to observe if the change in corruption risks was caused by a state of emergency
or something else.

Using unique IDs to link public procurement data to external datasets can prove to be powerful
in enriching analytical results as well as validating risk indicators. For instance, Decarolis &
Giorgiantonio (2022) links detailed public procurement data from 2 sources to corruption
investigations data on suppliers’ owners and managers. Linking such rich and detailed
indicators allowed them to develop new red flags of corruption as well as validating a wide set
of indicators using reliable investigative evidence.

4.1.3. Data quality

Are the data reliable and complete (Liu et al. 2016)? The simplest way to check this is look at
the missing rate of key variables such a contract values and verify whether related publications
are indeed published. For example, absence of call for tenders in public procurement processes
is a key quality problem. This can be checked through the date of the call for tender publication
and its 1D reported in related publications such as the contract award. If the call for tenders
cannot be found on the government publication portal, it most likely indicates serious data
quality deficiency. Yet in some cases absence of data can happen due to data collection or
processing error - something that is present on the procurement portal can be missing from the
dataset used for the analysis. In some cases, governments themselves offer different versions
of the data with different content, for example a structured data dump with fewer variables and
a full html publication mage with more complete information. The most difficult type of data
quality problem is when the information is present in the right format but it does not correspond



to actual actions and behaviours. For example, if the contract value written in the contract
award announcement differs from the contract value in the eventually signed contract between
buyer and supplier.

4.1.4. Data accessibility

Can the public procurement dataset be accessed easily and reliably for quantitative analysis?
Answering this question requires checking the data can be accessed exactly, i.e. if the data is
in a machine-readable format or not, and in case it is - what type of machine readability is
applicable. If the data stored as scanned pdfs or jpegs - it is very hard to transform it into an
analysable dataset. Pdfs and word docs with standardised structure and possibility for machine
reading the content are more amenable to machine processing and eventual data analysis.
HTML pages®, as well as Aplication Programmign Interfaces (APIs®) usually enable more
flexibility and easier access to the data, yet html content may vary greatly hence it may be very
challenging to work with. A typical problem is when the html pages follow national publication
standards of great variety with some countries using over 30 different standard forms for
reporting largely similar information (Czibik et al, 2015).

Some countries have websites providing access to public procurement data in a readily
downloadable format such as data dumps. Such sources need to be verified before analysis and
compared to the official websites. For instance, checking the number of observations by
procurement type can be informative and easy to perform even without downloading the
dataset.

In some cases a country does not have a single, centralised public procurement platform.
Therefore if the data is scraped from one of the national sources, it can be incomplete and only
cover tenders from certain markets, over a certain threshold, or regulated by one of many public
procurement laws. Another possible issue is non-official source of public procurement data,
which can be potentially not regularly updated or not verified. Such shortcomings can be
observed through basic descriptive statistics. A very uneven annual distribution of
observations, absence of certain markets, thresholds different from ones specified by national
regulations can be a signal of incomplete data.

S HTML is a language through which the information is stored and displayed on the webpage. HTML can either
be well-structured (meaning that the same type of information has the same HTML path and therefore can be
easily scraped through the script), or less standardized (e.g. each title of the tender has different HTML path
depending on other elements of the webpage), therefore more problematic to download.

© API is an interface which establishes standard that is usually written for users to approach certain information
on the webpage. In other words, if the user wants to access certain information on the webpage, there is an
established and standardized mechanism of communication (API) between the software used to parse the data
(e.g. Python) and the webpage itself.



4.2. New approaches for detecting corruption

Measuring a variety of corrupt phenomena has always been a very challenging task due to the
hidden nature of corruption. Yet, in recent years there is a growing number of indicators
developed to gauge corruption using large-scale, publicly available datasets, most notably in
public procurement. As more and more countries began to publish detailed procurement data,
opportunities opened for researchers to develop micro-level corruption indicators instead of
focusing on cross-country aggregated scores and comparisons. These developments also
enabled the tailoring of indicators to more specific fraudulent activities or corruption
mechanisms.

An increasing number of models for detecting fraud and corruption in public procurement use
historical data to predict the risk of wrongdoing, rather than actual measuring instances of
corruption. Such models include logistic regressions, decision trees, clustering, neural
networks and various other semi-supervised or unsupervised machine learning techniques
(Modrusan et al. 2021). Yet, most models still need meticulous adjustments to adopting the
most precise and valid indicators for the selected time period or context (e.g. country).

In many cases, even with newly developed and more comprehensive methodologies,
limitations imposed by data quality remain. In particular, there is little possibility to resolve a
problem of missing data without losing its reliability (i.e. some options like replacing missing
values with average values can influence the overall representativeness of the variable).
Similarly, data errors can be easily detected by statistical methods (e.g. simple distribution
graph can show abnormal outliers), yet not much can be done besides the suggested solutions
for missing values. In some cases new approaches and methods can help resolving this issue
through finding such abnormalities and attempting to make sense of them.

One of the main challenges in defining corruption using data is to distinguish between “normal”
and “abnormal” behaviours (Yang&Wu 2020). Increased use of big data allowed researchers
to apply more comprehensive methodological approaches, such as machine learning
techniques. For instance, Yang&Wu (2020) used dynamic unsupervised learning method to
identify “suspicious” behaviour and risky transactions by looking at historical behaviour of the
customer and searching for abnormalities. Naturally, machine learning techniques are highly
dependent on the availability of accurate labels in the training data (i.e. whether the sample is
representative and whether there a large-enough and reliable sample of clean and corrupt
cases). Some techniques, such as clustering can be used as unsupervised methods and therefore
do not require a training dataset, as well as pre-developed knowledge on abnormal transactions.
Therefore the very definition of anomaly such as fraud is coming not from the expectations of
researcher, but directly from the data. Nevertheless, most methods rely on theoretically sound
understandings of corrupt deals based on qualitative case studies to look for specific high risk
patterns in large scale datasets (Fazekas & Kocsis, 2020).

By using network analysis on micro-level procurement data (in particular contractual
relationships between organisations), it is possible to identify not only whether there is a



corrupt relationship, but to reveal if corruption has become systemic, leading to state capture.
In a network perspective, state capture is defined as the clustering of high corruption risk
connections; where corrupt behaviour is the norm and corrupt actors are capable of collective
action in pursuance of their group goals (Fazekas&Toth 2016). Furthermore, linking open and
standardised beneficial ownership data with public procurement datasets provides multiple
opportunities for enhancing the analysis of corruption, conflicts of interest, cartels and state
capture.

5.Practical examples of data-driven
anticorruption

When done right, data analytics can be useful for supporting anticorruption in two broad areas:
i) to support investigations on the contract, organisation or market levels, and ii) to analyse
policy reform and support policy evaluations.

To support concrete investigations in public procurement, first, data can be used for flagging
new cases to investigate where corruption is more likely to hide. For example, based on
comparison to average lengths of advertisement periods (the time interval between publishing
the call for tenders and the deadline), tenders with too short advertisement periods can be
selected for further investigation. Second, data analytics can help ranking a longer list of known
cases. For example, when an investigative body receives a large number of whistleblower
reports but it is uncertain which ones are worthy of investigation (i.e. likely to lead to a
successful conviction) risk indicators can help ranking cases. A range of public procurement
corruption risk indicators such as single bidding can be matched to the reported cases so that
most risky ones are selected. Third, data analytics can help conduct the investigation itself.
Once an entity is selected for investigation, there might be a need for identifying its most risky
or relevant transactions or partners for further data collection and analysis. Corruption risk
indicators (red flags) can help investigators zoom in on the parts of the case which are most
likely to be corrupt and data analytics can support the identification of related high-risk actors
and transactions (i.e. defining the boundaries of the investigation).

Data-driven approaches can be employed to analyse policy reform and contribute to policy
evaluations. First, public procurement data systems containing data from different government
data providers often vary in quality and suffer from a range of data quality problems, some of
which are hard to identify. Data analytics can be useful for pointing out such data gaps,
supporting policy interventions remedying them. As high quality public procurement datasets
as essential or a range of governmental analytical tasks from budgeting to improving value for
money, such reforms are likely to have wide ranging benefits. Second, public procurement
regulations define the ways in which public purchases are done and by extension influence
their outcomes. A range of regulatory features and their modifications, such as contract value
thresholds for open procedures, are well suited for quantitative impact evaluations, establishing
whether regulatory goals are met. Third, data analytics can also help understanding whether



different organisational rules and controls are well suited to control corruption. For example,
the different assignment of tender evaluation responsibilities or contact implementation rights
have a profound impact on corruption in public procurement. These different impacts can be
uncovered through data analytics, supporting better organisational design.

These diverse uses of data analytics in public procurement are demonstrated below with the
help of a small number of concrete case studies.

5.1. European Investment Bank

European Investment Bank finances various EU projects of over 56-60$ billion annually
(European Investment Bank, 2021). The allocated loans are then typically distributed through
procurement process, resulting in a large number of contracts. In order to audit these projects
and counterparts, the Fraud Investigation Division of EIB regularly conducts risk-based audits,
so-called Prior Integrity Reviews, which are aimed at mitigating risks before financial losses
occur. To identify counterparts to investigate, corruption risks in public procurement are
assessed among many other factors. This methodology builds on the Corruption Risk Indicator
(CRI) (following Fazekas&Kaocsis, 2020) to rank organisations according to their risk (OECD
2019). The CRI methodology first identifies valid individual red flags, second it combines
individual indicators into a composite score. One of the main red flags used, which is a direct
measure of the tender’s competitiveness, is single bidding (whether the tender received one bid
or multiple bids). Other indicators’ validity is tested through their correlations with single
bidding while controlling for structural features such as main sector or year of contract award.
For example, by analyzing the time period between publication of the call for tender and
deadline for submitting bids, one can see correlation between short time period and low
competitiveness (the shorter is the submission period, the lower is the number of bids received
per tender). Thus, the new indicator can be added assigning high risk to short submission
periods, and low to the longer ones. For the EIB analysis the following risk indicators were
identified as valid: procedure type (open or not), call for tender (published or not), length of
advertisement period, product description length, elgibility criteria lenght, length of decision
period, single bidding, tax haven registration of supplier, and supplie/buyer capture. The final
CRI score takes averages from each component and constructs a scale from 0 to 1 where 1 is a
high-risk organization and O is a low risk.



Figure 3. Distribution of organisations contracted by EIB based on corruption risk in
public procurement
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Subsequently, the highest risk cases (right side of Figure 3) are further investigated using desk
research, for example by looking at media reports. The shortlist of organisations, which shows
high risks in both quantitative and qualitative assessment, are then selected for on-site audits
by the EIB proactive integrity team (OECD 2019). This analysis is made possible by
identifying over 500 000 government contracts of EIB counterparts encompassing those
contracts which are directly financed by EIB but also which are funded from other sources,
offering a comprehensive risk overview. The underlying public procurement data is gathered
from publicly available official public procurement records across the EU. Within the above
conceptual framework, data analytics applied by EIB supporting audits represents an example
of horizontal accountability supporting accountability relationships among different
governmental bodies. Greatly improving the targeting of monitoring by EIB, counterparts
incentives to follow the rules and avoid corruption are strengthened.

5.2. Prozorro

Another example of preventing corruption using open data and increasing accountability is the
establishment of the electronic procurement system ProZorro in Ukraine. The system rests on



the cooperation among business, civil society and government which is a great example of both
downward and upward transparency. Introduction of the platform was not only aimed at
collecting the data and making it publicly accessible, but first and foremost at reforming the
public procurement system in Ukraine in general, making it decentralised and transparent. It
started from a few state agencies and ministries volunteering to test the platform (Nizhnikau
2022). As a result, more and more stakeholders became involved, spreading a word about high
saving rates per contract. Similarly, more suppliers started using the system hoping to avoid
previously high corruption risks. Gradually, the platform won political support too, becoming
one of the most successful anti-corruption reforms in modern Ukraine (Nizhnikau 2022).

The establishment of ProZorro further boosted the development of monitoring mechanisms and
amendments to the public procurement law in Ukraine, contributing to the overall reform of
the public procurement system in the country which started in 2014. For example, in 2017 new
amendments were introduced to the law regulating tendering procedures in Ukraine. The
amendments specified automated monitoring tools and risk indicators, developed in
collaboration between ProZorro officials and civil society (Nizhnikau 2022). ProZorro is a
notable example of multiple efforts coming from both civil society and government to tackle
corruption through increased transparency and automated data sharing. Interestingly, once the
platformed proved its effectiveness against petty corruption, it became possible to adjust
overall public procurement regulation and reduce grand corruption through more transparent
criteria and monitoring mechanisms.

5.2. Opentender. eu

The watchdog portal opentender.eu allows governments, companies, NGOs, and the general
public to easily access essential information as well as performance indicators on public
procurement tender in 33 European countries plus the European Commission itself. It is unique
in its scope, depth and wide set of users. The platform publishes data collected from official
government data sources after processing and cleaning them, resulting in a single standardised
and structured data structure. In most countries covered by the portal public procurement
information is not readily downloadable, so additional work is required to scrape numerous
html pages and transforming the data into a structured database. Besides the provision of open
access to the data, as well as possibility to download it, opentender.eu provides and visualises
transparency and integrity indicators. It not only offers an overview of countries, regions and
markets but also allow users to drill down to individual suppliers and buyers observing their
performance. Integrity indicators include procedure type (open or not), length of advertisement
period (how long was the period for submitting the bids), decision period (in how many days
the winning bidder selected), call for tender (whether it was published or not), single bidding
(how competitive was the tender), new company (whether supplier is a newly established
organization) and tax heaven (if the address of the supplier is registered in one of the countries
considered as tax haven).

The users of the platform are diverse and come from a range of backgrounds. Some users utilize
the market analysis functionalities to get a better insight into market structure, budding
opportunities and the openness of competition. Typically, these insights are useful for


about:blank

companies considering entering a new market which they are interested in but don’t know in
depth. This exemplifies the uses of data for improving upward accountability whereby more
bidding firms chck up on potentially corrupt competitors. Another set of users look at integrity
indicators in particular and use the portal for identifying and investigating potential corrupt
transactions and corruption organisations. For these users, the portal allows for searching by
risk level and ranking organisations or transactions by risk. Hence, for these users
opentender.eu improves accountability mechanisms by making investigations better targeted,
quite similarly to the above EIB example.

Similar to ProZorro, Opentender provides a possibility for users to assess the overall corruption
risks in public procurement of a certain country or region. Due to the high level of aggregation,
data analytics can also assist powerful actors in tackling grand corruption through analysing
and comparing general trends and differences in corruption risks.

6.Lessons learnt and the way forward

As it was shown, data analytics has great promise yet considerable limitations when it comes
to countering corruption. While it can be helpful and effective for combating petty as well as
grand corruption , albeit the latter tends to be more challenging. To make a better use of data
analytics for anti-corruption, one should first identify which type of corruption should be
targeted. Is it oligarchic public-private relations or individual dishonest suppliers? A clear goal-
setting is the foundation for determining the which impact mechanisms can be leveraged to
counter corruption and hence how best to tailor the data analytics tool and its applications.

For using data to prevent petty corruption, the main task is to solve information asymmetry and
increase accountability between agents and principals. While tackling grand corruption
requires wider ranging changes - reshaping power dynamics, attracting people beyond civil
society actors and journalists to follow up on data-driven insights and get engaged in anti-
corruption activism. These tasks consist of many closely coupled steps which can be facilitated
by data analytics but also require a range of conditions to be met.

One of the most important drivers for successful use of data analytics for countering corruption
in public procurement is the participation of relevant stakeholders. This can be achieved
through various means, including user-friendly and easily accessible analytics platforms
running on open data, as well as clear perspective on benefits that each side can gain from
combating corruption. As the ProZorro example demonstrates, the implementation of open data
reforms and analytics can achieve wide ranging success even in a rigid patrimonial political
structure once the gains are clear for all the sides and benefits outweigh the costs.

Data analytics should also be easily incorporated into the daily routine of public agencies.
Manually investigating thousands of cases does not only limit the effectiveness of auditing, but
requires large, often unavailable, resources from the monitoring agency. Applying well-tested
and valid risk indicators to all observed cases and selecting entities with the highest risks can



be incorporated into standard law enforcement procedures, as the case of EIB prior-integrity
reviews show. Combining quantitative risk assessment with qualitative information from media
reports, for example, can be combined into a powerful risk assessment pipeline.

Finally, data should not be considered as a universal remedy for corruption, both due to the
complexity of phenomena and the wide-ranging challenges of profound reforms. In addition,
data analytics for anti-corruption in public procurement is often limited by data scope, depth,
quality, and accessibility. Many of these challenges can be overcome at least partially in order
to produce widely useful watchdog portals as the opentender.eu portal demonstrates. The same
dataset and comprehensive performance indicators can feed into and support decision making
by a diversity of stakeholders ranging from bidding firms to investigators. The improvement
of open datasets and quantitative methods is expected to continue in the coming years.
Crucially, the increased use of data analytics should be placed in the broader context of societal
and administrative accountability mechanisms where it can strengthen existing mechanisms
rather than supplant them.
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